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IN THE CLAIMS 
Please amend the claims as follows: 

Claim 1 (Currently Amended): An information processing apparatus for connecting to 
a network to which a plurality of devices are connected, and executing a process of 
generating an access control list, comprising: 

a reception unit for rec e iving configured to receive a packet from a client that serves 
as an access requesting apparatus through the network; 

a storage unit s toring configured to store a MAC list in which information for one 
client is set as registration data for one slot, the MAC list b e ing compos e d of including a pre- 
determined number of empty slots that define a corr e sponding pr e d e t e rmin e d numb e r of 
clients that are openings in the MAC list for additional devices to be g ranted permission to 
access the information processing apparatus , one of the empty slots being set to change from 
empty to closed after a predetermined amount of time has lapsed, a closed slot being a slot on 
the MAC list that cannot be occupied ; 

a registration permission judgment unit for confirming configured to confirm whether 
or not there is an empty slot in the MAC list and judging to judge that a registration is 
permitted only if there is the empty slot in the MAC list, in a client registration process based 
on a received packet at the reception unit; and 

a registration processing unit for acquirin g configured to acquire data containing a 
client MAC address from the received packet and executing to execute a registration process 
for the MAC list, in accordance with a judgment of the registration permission by the 
registration permission judgment unit ; and 

a control unit configured to change the one of the empty slots from empty to closed in 
response to the lapse of the predetermined amount of time . 
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Claim 2 (Currently Amended): The information processing apparatus according to 
claim 1 , wherein 

the registration processing unit is configured to acquire a sender MAC address 
contained in a header field of the packet received from the client and adepts- to adopt the 
acquired sender MAC address as registration information of the MAC list. 

Claim 3 (Currently Amended): The information processing apparatus according to 
claim 1, further comprising: 

a packet analysis unit for judging configured to judge whether the packet received 
from the client is a registration processing request packet or a data processing request packet, 
wherein 

if the packet received from-the client is the registration processing request packet, the 
registration permission judgment unit executes a registration permission judgment process in 
accordance with a presence/absence detection process for the empty slot in the MAC address, 
and 

the registration processing unit executes a registration process in accordance with the 
judgment of the registration permission by the registration permission judgment unit. 

Claim 4 (Previously Presented): The information processing apparatus according to 
claim 1 , wherein 

if the packet received from the client is the data processing packet, the registration 
permission judgment unit executes the registration permission judgment process in 
accordance with the presence/absence detection process for the empty slot in the MAC 
address, and 
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the registration processing unit executes the registration process for the MAC list in 

accordance with the judgment of the registration permission by the registration permission 

judgment unit, by acquiring the data containing the client MAC address from the received 

data processing request packet. 

Claim 5 (Canceled). 

Claim 6 (Previously Presented): The information processing apparatus according to 
claim 1 , wherein 

the registration permission judgment unit is configured to execute a process of 
judging whether or not a data processing request sequence from the client correctly and 
reliably executes a sequence in conformity with a UPnP protocol, and 

the registration processing unit is configured to execute the registration process for the 
MAC list in accordance with a judgment that the data processing request sequence from the 
client correctly and reliably executes the sequence in conformity with a UPnP protocol, by 
acquiring the data containing the client MAC address from the received data processing 
request packet. 

Claim 7 (Currently Amended): The information processing apparatus according to 
claim 1 , wherein 

the registration permission judgment unit judg e s is configured to judge whether a 
content directory service (CDS) request process in the sequence in conformity with the UPnP 
protocol is executed or not in response to a data processing request from the client, and 

the registration processing unit is configured to execute the registration process for the 
MAC list in accordance with a judgment that the content directory service (CDS) request 
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process is executed, by acquiring the data containing the client MAC address from the 
received data processing request packet. 

Claim 8 (Previously Presented): The information processing apparatus according to 
claim 1 , wherein 

the registration processing unit is configured to execute the registration process for the 
MAC list by acquiring the MAC address and identification information different from the 
MAC address stored in the packet received from the client. 

Claim 9 (Previously Presented): The information processing apparatus according to 
claim 8, wherein 

the identification information different from the MAC address is identification 
information of global unique ID information or key information set to a client apparatus. 

Claim 10-12 (Canceled). 

Claim 13 (Currently Amended): A server client system for connecting to a network to 
which a plurality of devices are connected and receiving an access request, comprising: 

a client configured to, detect an activation of a communication process in the network 
based on a power-on process or an activation of a specific application, and g e n e rating to 
generate and transmitting transmit an access control list registration processing request packet 
storing ewn- a client MAC address in header information by using the detected information as 
a trigger; and 

a server , including, configur e d to receive th e acc es s control r e gistration proc e s s ing 
r e qu e st pack e t from th e client through th e n e twork, confirm wh e ther or not there is an empty 
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slot in a MAC list, the MAC list being compo se d of a pre d e termin e d number of slot s that 
defin e a corresponding pr e determined number of cli e nts that ar e grant e d p e rmission to acc e s s 
the information processing apparatus, which se ts information including a MAC addr e ss of 
one client as registration data for one slot, execute a r e gistration process of r e gistering client 
information bas e d on th e pack e t in th e MAC li s t, only if th e r e is the e mpty slot in the MAC 

I \ of 

II JV 

a storage unit configured to store a MAC list in which information for one client is 
set as registration data for one slot, the MAC list including a pre-determined number of 
empty slots that define openings in the MAC list for additional devices to be granted 
permission to access the information processing apparatus, one of the empty slots being set to 
change from empty to closed after a predetermined amount of time has lapsed , a closed slot 
being a slot on the MAC list that cannot be occupied; 

a registration permission judgment unit configured to confirm whet her or not there is 
an empty slot in the MAC list and to judge that a registration is permitted only if there is the 
empty slot in the MAC list, in a client registration process based on a p acket received from 
the client; 

a registration processing unit configured to acquire the client MAC address from the 
received packet and to execute a registration process for the MAC list, in a ccordance with a 
judgment of the registration permission by the registration permission judgment unit; and 

a control unit configured to change the one of the empty slots from empty to closed in 
response to the lapse of the predetermined amount of time . 

Claim 14 (Previously Presented): The client server system according to claim 13, 
wherein 
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the server is configured to execute a process of acquiring a sender MAC address 

contained in a header field on a packet received from the client and adopt the acquired sender 

MAC address as registration information for the MAC list. 

Claim 15 (Currently Amended): An information processing method of generating an 
access control list in a router, comprising: 

connecting, with a connecting unit in the router, to a network to which a plurality of 
devices are connected; 

receiving, with a receiving unit in the router, a packet from a client that serves as an 
access requesting apparatus; 

judging, with a judgment unit in the rout e r, wh e ther or not ther e i s an e mpty slot in a 
MAC list in which information of a MAC list for on e cli e nt is s e t as r e gistration data for one 
s lot, the MAC list being composed of a pr e determined number of slots that define a 
corresponding pr e d e t e rmined number of cli e nts that ar e grant e d p e rmission to access the 
router; and 

acquiring, with an acquiring unit in the rout e r, data containing a client MAC address 
from the received pack e t and executing a registration proc e ss for th e MAC list, in accordanc e 
with the judging only if th e r e is the e mpty slot in the MAC list 

storing, at the router, a MAC list in which information for one client is set as 
registration data for one slot, the MAC list including a pre-determined number of empty slots 
that define openings in the MAC list for additional devices to be granted permission to access 
the information processing apparatus, one of the empty slots being set to change from empty 
to closed after a predetermined amount of time has lapsed, a closed slot being a slot on the 
MAC list that cannot be occupied; 
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judging, at the router, whether or not there is an empty slot in the MAC list and permit 
a registration only if there is the empty slot in the MAC list, in a client registration process 
based on a received packet at the receiving unit; 

acquiring, at the router, data containing a client MAC address from the received 
packet and to execute a registration process for the MAC list, in accordance with a judgment 
of the registration permission by the registration permission judgment unit; and 

changing, at the router, the one of the empty slots from empty to closed in response to 
the lapse of the predetermined amount of time . 

Claim 16 (Previously Presented): The information processing method according to 
claim 15, further comprising: 

acquiring, with the acquiring unit in the router, a sender MAC address contained in a 
header field of the packet received from the client, and adopting the acquired sender MAC 
address as registration information of the MAC list. 

Claim 17 (Currently Amended): The information processing method according to 
claim 15, further comprising: 

judging, with the judging unit in the router, whether the packet received from the 
client is a registration processing request packet or a data processing request packet^ wherein 

if judged that the packet received from the client is the registration processing request 
packet, executing a registration permission judgment process in accordance with a 
presence/absence detection process for the empty slot in the MAC address. 

Claim 18 (Previously Presented): The information processing method according to 
claim 15, wherein 
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if the packet received from the client is the data processing packet, executing the 

registration permission judgment process in accordance with the presence/absence detection 

process for the empty slot in the MAC address; and executing the registration process for the 

MAC list in accordance with the judgment of the registration permission by the registration 

permission judgment unit, by acquiring the data containing the client MAC address from the 

received data processing request packet. 

Claim 19 (Canceled). 

Claim 20 (Previously Presented): The information processing method according to 
claim 15, further comprising: 

judging, with the judging unit in the router, whether or not a data processing request 
sequence from the client correctly and reliably executes a sequence in conformity with a 
UPnP protocol; and 

executing, with an executing unit in the router, the registration process for the MAC 
list by acquiring the data containing the client MAC address from the packet received from 
the client in accordance with a judgment that the data processing request sequence from the 
client correctly and reliably executes the sequence in conformity with a UPnP protocol. 

Claim 21 (Previously Presented): The information processing method according to 
claim 15, further comprising: 

judging, with the judging unit in the router, whether a content directory service (CDS) 
request process in the sequence in conformity with the UPnP protocol is executed or not in 
response to a data processing request from the client; and 
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executing, with an executing unit in the router, the registration process for the MAC 

list in accordance with a judgment that the content directory service (CDS) request process is 

executed, by acquiring the data containing the client MAC address from the packet received 

from the client. 

Claim 22 (Previously Presented): The information processing method according to 
claim 15, further comprising: 

executing, with an executing unit in the router, the registration process for the MAC 
list by acquiring the MAC address and identification information different from the MAC 
address stored in the packet received from the client. 

Claim 23 (Previously Presented): The information processing method according to 
claim 22, wherein 

the identification information different from the MAC address is identification 
information of global unique ID information or key information set to a client apparatus. 

Claim 24-26 (Canceled). 

Claim 27 (Currently Amended): A computer-readable storage medium encoded with 
instructions, which when executed configure a router to generate an access control list 
method comprising: 

connecting, with a connecting unit in the router, to a network to which a plurality of 
devices are connected, and receiving a packet from a client that serves as an access requesting 
apparatus; 



10 



Application No. 10/535,183 

Reply to Office Action of July 8, 2009 

judging, with a judging unit in th e rout e r, wheth e r or not there is an e mpty slot in a 

MAC list, the MAC li s t b e ing composed of a pre d e t e rmin e d numb e r of slots that defin e a 

corr e sponding predetermined number of clients that ar e granted permission to access th e 

information processing apparatus, in which information of a MAC list for on e cli e nt is s et as 

regi s tration data for one slot; and 

acquiring, with an acquiring unit in the rout e r, data containing a client MAC address 
from the received pack e t and executing a registration proc e ss for the MAC list, in accordance 
with the judging, only if th e r e is the empty s lot in the MAC list 

storing, at the router, a MAC list in which information for one client is set as 
registration data for one slot, the MAC list including a pre-determined number of empty slots 
that define openings in the MAC list for additional devices to be granted permission to access 
the information processing apparatus, one of the empty slots being se t to change from empty 
to closed after a predetermined amount of time has lapsed, a closed slot bei ng a slot on the 
MAC list that cannot be occupied; 

judging, at the router, whether or not there is an empty slot in the MA C list and permit 
a registration only if there is the empty slot in the MAC list, in a clie nt registration process 
based on a received packet at the receiving unit; 

acquiring, at the router, data containing a client MAC address from the received 
packet and to execute a registration process for the MAC list, in accordance w ith a judgment 
of the registration permission by the registration permission judgment unit; and 

changing, at the router, the one of the empty slots from empty to closed in response to 
the lapse of the predetermined amount of time . 

Claim 28 (Canceled). 
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